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The General Data Protection Regulation (GDPR) establishes requirements for the protection, processing, and handling of personal data of individuals within the European Union.

BlueCamroo Inc. (“BlueCamroo”, “we”, “our”, or “us”) is committed to supporting customers in meeting their data protection obligations.
Role of BlueCamroo
BlueCamroo acts as a data processor for personal data stored and processed within customer workspaces. Customers using BlueCamroo are considered data controllers and are responsible for determining how and why personal data is processed.
Data Protection Approach
BlueCamroo implements technical and organizational measures designed to protect personal data, including: 
- Secure cloud infrastructure hosted on Microsoft Azure
- Encryption of data in transit and at rest
- Access controls and permission management
- System monitoring and security practices

BlueCamroo uses trusted third-party service providers (“sub-processors”) to support the delivery of the Service, including cloud infrastructure and payment processing providers. These sub-processors are selected based on their ability to meet appropriate data protection and security standards.

These measures are intended to support customers in meeting GDPR requirements. However, compliance with GDPR depends on how the Service is configured and used by the customer.
Data Retention and Deletion
BlueCamroo retains personal data for the duration of the customer’s active use of the Service and in accordance with the customer’s instructions.

Upon account termination, including termination due to non-payment, BlueCamroo may permanently delete data stored within the platform in accordance with its Terms of Service and Privacy Policy.

Customers are responsible for exporting or retrieving their data prior to termination. Deleted data may not be recoverable.
International Data Transfers
Personal data may be processed in jurisdictions outside of the European Economic Area (EEA), including Canada and other locations where our service providers operate.

Where applicable, appropriate safeguards are implemented to ensure that such transfers comply with GDPR requirements.
Customer Responsibility
Customers are responsible for ensuring that their use of BlueCamroo complies with applicable data protection laws, including GDPR. This includes: 
- Establishing a lawful basis for processing personal data
- Managing consent where required
- Responding to data subject requests
- Implementing appropriate internal policies and procedures
Data Subject Rights
GDPR provides individuals with certain rights, including access, correction, and deletion of their personal data.

BlueCamroo provides tools and reasonable assistance to enable customers to fulfill their obligations regarding data subject rights.
Additional Information
For more information about how BlueCamroo processes personal data, please refer to our Privacy Policy.

For privacy-related inquiries, please contact: privacy@bluecamroo.com
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